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Verifiable Credentials on EBSI

Standards

Verifiable Credential (VC): a tamper-evident and 
privacy-respecting credential, with specific 
Metadata and Proofs, requested by the Holder 
and issued by a Trusted Issuer, and where the 
authorship can be cryptographically verified. 

Through its Diploma use case, the European 
Blockchain Services Infrastructure (EBSI) 
represents a cross-border decentralized 
credentialing ecosystem for issuing Verifiable 
Credentials.



Advantages for using Verifiable Credentials
To support student mobility by applying EBSI Use Cases in a cross-border scenario to simplify the process of
issuing/verifying Bachelor/Master/PhD Diploma Credentials



Verifiable Credentials workflow 
More detailed description of workflow components

Digital wallets

Stores

Identities
   - Represented by: 
   Set of asymmetric keys
   DID – Decentralized Identifiers

Verifiable Credentials*
   - Verifiable IDs
   - Verifiable Accreditations
   - Europass etc.
   
Example of Wallets

Walt.Id
Gataca
Learner Credential Wallet (https://lcw.app)
MetaMask with Snaps
(https://github.com/blockchain-lab-um/ssi-snap)

Trusted Data Registries

Contains

DID Registries
Trusted Issuer Registries
Revocation Lists

In the form of
EBSI Ledger
Any other trusted ledger/blockchain

https://lcw.app/
https://github.com/blockchain-lab-um/ssi-snap


EBSI Early Adopters: Multi-University Pilot 
2 European universities alliances, +20 universities from +15 countries
EBSI4RO participated in the EA Programme  Wave 2 – July 2021 – May 2022

https://ec.europa.eu/digital-building-blocks/wikis/display/EBSI/Early+Adopters+Programme 

https://ec.europa.eu/digital-building-blocks/wikis/display/EBSI/Early+Adopters+Programme


Holder
The student

Position your university 
as a pioneer brand, 
reduce friction in 
interactions,
increase trust 
(transparency) and 
security in shared data.
At scale, decrease 
administrative costs.

Issuer
The university A

Reduce mistakes and 
protect against fraud, 
effortlessly interact with 
government agencies as 
well as reduce friction 
and reduce verification 
costs.

Verifier
The company / 
university B

Reduce friction in 
interactions,  
increase trust 
(transparency) and 
security in shared data.

TAO (Trusted Accreditation 
Organisation)  

The ministry

Reduce 
costs

Enjoy mobility 
across 
borders

Lead 
the change

Build a new 
trust paradigm

Take control of their own 
data in a secure way and 
easily move with their 
own credentials across 
Europe. 

Ministry of Education, 
UEFISCDI, Romania
Ministry of Education, Ministry 
of Digital Governance,GRNET 
Greece
Ministry of National Education, 
France

Politehnica University of 
Timisoara, Romania
University of Athens, Greece
University of Lille, France



Diploma use case

Issuer VerifierHolder

Public and private 
companies

University of 
Athens, Greece

University of Lille, 
France

UEFISCDI

EBSI 
Services

Politehnica University of 
Timisoara, Romania

A

EBSI

DB

C E

F

A

B

C

Request educational credential

Issue educational credential

Store evidences* of issuance

D

E

Present educational credential

Check attributes of educational credential

Student

EBSI Trusted 
registries

F

Onboard on the DID 
registry

TAO

Verifiable Credentials workflow 

walt.id



The implemented 
cross-border 
scenario

Issuer
Verifier

Diploma 
Credential

did:ebsi

Diploma 
Credential

Issuer

Issuer

Holder
Diploma 
Credential

Verifier

Student ID



Scenario in details
Anca is a Romanian student who graduated with Bachelor’s studies from the Politehnica University of Timisoara (1). 
She takes her Master Diploma at University of Athens in Greece (2) and applies for a Ph.D. degree at the University of Lille in France (3).

(1)
• Anca is a Romanian student. She applies for Bachelor Degree in the Politehnica University of Timisoara
• She receives her student email account from Politehnica University of Timisoara
• Anca signs into the Politehnica University of Timisoara Issuer Portal using her student credentials
• The Politehnica University of Timisoara issues a student ID (Verifiable Attestation)
• Anca becomes official student of the Politehnica University of Timisoara and gets her Bachelor Diploma

(2)
• Anca applies for Master Programme at the University of Athens
• She requests the Politehnica University of Timisoara to issue her Bachelor Diploma (Verifiable Attestation) 
• The University of Athens verifies the Student ID and Bachelor Diploma and Anca enrols for her Master Degree

(3)
• Anca applies for a Ph.D. degree at the University of Lille, France
• She requests the University of Athens to issue her Master Diploma 
• The University of Lille verifies it and Anca enrols for a Ph.D. degree
• The University of Lille issues Anca’s Ph.D. degree in a format that can be shared by email and verified online

Countries

• Romania
• Greece
• France

Actors in the scenario

• Politehnica University of Timisoara
• University of Athens
• University of Lille

Types of credentials

• Student ID (Verifiable Attestation) 
• Diploma (Verifiable Attestation)
• Diploma (Verifiable Diploma - EUROPASS)

Wallet

• WaltID



Walk through the scenario from Anca’s point of view

Walk-through - Demo
https://youtu.be/g_SbCFqr_zE

https://youtu.be/g_SbCFqr_zE


Current Scenario for issuing and verifying VCs at UPT (1)
Issuing Diploma Credentials on EBSI4RO Demo Issuer

https://issuer.ebsi4ro.ro

https://issuer.ebsi4ro.ro/


Current Scenario for issuing and verifying VCs at UPT (2)
Receiving credentials in an Open-Source Wallet (walt.id)



Current Scenario for issuing and verifying VCs at UPT (3)
Verifying credentials by 3rd party



Current Scenario for issuing and verifying VCs at UPT (4)
Verifying credentials by 3rd party



Envisioned Issuance Portal
Aggregating multiple LMS and academic diplomas



EBSI VCs Plugin in UniCampus Moodle LMS
Building wallet support in the Moodle Workplace certificate plugins

The plugin has the features that support traditional viewing/sharing experience and verifications which are further integrated into a VC 
stored in an EBSI Compliant wallet:  
- Generate a PDF certificate for the user
- Save VC to wallet
- Wallet contains VC that is cryptographically signed by the configured DIDs of the emitting entity as well as the PDF certificate that 

can be verified on the website.

Manage wallet connections to integrate 
multiple EBSI Compliant Wallets 

(Walt.ID, Gataca, VIDwallet)

Enable “Wallet VC Issuance”

Option to add Certificate to wallet
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